Updating YourInternet Explorer Settingsi=ifor [S) Citrix; Rental. Computers

VERsION: 2.15

To add apps.fs.fed.us to your trusted sites for non-FS
(rental) computers - perform this one time only!

On the Internet Options dialog box, click the Privacy tab,
and then verify that Medium is the selected setting for the
Internet zone, and then click |

If you are using a rental computer to access ROSS via the FS
Citrix Farm, you must add https://apps.fs.fed.us to your trusted
sites and install the Citrix Client! You may need Administrative
Rights to perform this task.

Click to verify that all First-party and Third-party
session cookies are allowed.

When finished, close your Internet browser

1 Start your Internet browser.

2 Click the Tools drop-down arrow, and then click Internet
Options.

On the Internet Options dialog box, click the Security tab,

click Trusted sites, and then click
On the Trusted sites dialog box, type https://*.fs.fed.us
into the text box, click[ _add__Jand then click

Repeat Step #4 to add http://*nwcg.gov to your trusted sites.

Proceed to next page to
install the Citrix Client
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Installing Citrix Client - fe

VERsION: 2.15

To install the Citrix Client on to your computer

1 Start Internet Explorer 8 and then type

ftp://ftp2.fs.fed.us/incoming/rS/firesocal/XenApp Web.msi
in the Address bar.

On the File Download - Security Warning dialog box, click

to save the file XenAppWeb.msi

On the Download complete dialog box, click

ES Citrix: Rental Computers

5 Navigate to your Downloads directory, and then
double-click XenAppWeb.msi.

6 On the Open File - Security Warning dialog box, click

| and then click to close the Citrix

XenAppWeb Plugin dialog box.

Be sure to verify that the installation completed successfully!
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A Setting! UprDrive Accesstand! Printing Repoxts - for S CitrixiUsers

To setup drive access for your computer - perform To print ROSS reports from Citrix

. . p
LI D BITE UL A Set up your network and local printers as usual.

Perform this task before attempting to save ROSS reports to your

ter for the first time! B To print a Standard or User Community report, perform the
computer for the first time!

following

1 In WordPad or NotePad, type the following text - export the report from Cognos to Excel

[Access] - navigate to EFS(\ds.fs.fed.us)) (T:)\DataCenter\
GlobalSecurityAccess=405 Citrix\<your Home folder>\<your DS username

2 Save as ASCII text in the following folder folder>\ Downloads
- download the .csv file to a Folder of your choice.

- start Excel

- for Windows XP. save C:\Documents and - open the .csv. file that was saved in the C$(\\Client) (V:)

Settings\<username>\Application Data\ICAClient\ directory
webica.ini - print the file.

- for Windows 7, save in C:\Users\<username.\AppData\
Roaming\ICAClient\webica.ini

E 1 id® ¢ 5 |Document - WordPad

= | catior Slu A B & EF dFin . .
!::I BTz 0 a2 A p% pf( nﬁd ]?]d ereptace You cannot save/print directly to your Desktop!
e R D ey You must first navigate to EFS(\ds.fs.fed.us)) (T:)\
e S B B : DataCenter\Citrix\<your Home folder>\<your DS

(recess] username folder>\ Downloads!
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Logging!Onand Logging OffiROSS - for ES Citrix; Users

VERsION: 2.15

To log on to ROSS using Citrix 5 Log in as usual, using your NAP User Account and NAP

P d.
1 Start your Internet browser, and then type asswor

https://apps.fs.fed.us/Citrix in the Address bar.

On the Windows Logon dialog box, complete the following To exit Cognos, ROSS, and the Citrix Farm
information, and then click @ Skip step A if you are not running ROSS Reports!

B
- Active Directory User name On the Cognos Connection toolbar, click | . ==

@ LogOffy |
- Active Directory Password. and then click Log Off.

On the Citrix XenApp - Applications tab, navigate to Exit ROSS.
. &
National Applications>ROSS, and then double-click .=

LogOff

On the Citrix XenApp - Applications screen, click
On the ROSSHome screen, click Yes| and then select Disconnect.

Close your Internet browser.

@ Citrix XenApp - Logon - Windows Internet Explorer

@Qv \ @) https://apps.fsfed.us/Citrix/auth/loginaspx -3 ‘4, ‘ P H | Bing

When you log off ROSS,

, .
55 - ) @ unread) - erinimc... | ©| Citrix XenApp - L.. X %y~ B) - = # - Page~ Sefety~ Tools~ @~ don t{forget to disconnect
- A from the Citrix Farm!

¢ Favorites g @] Web Slice Gallery ¥

Enterprise Production Data Center
Citrix Farm Kansas City

Enter your Username and Password and then Click
Log On. If you are unable to logon, please contact
the CHD helpdesk for assistance

U.S. Forest Service

@ Citrix XenApp - Applications - Windows Internet Explorer

@Uv \ @) nttps;//apps.fsfed.us/Citrix/site/defaultaspx?CTX_CurrentFolder=3%5cNational?%20Applications%5cROSS -3 ‘4, ‘ X H | Bing

¢ Favorites g @] Web Slice Gallery ¥
= = »
©)| Citrix XenApp - Applications 5~ v =] mm v Page~ Safety~ Tools~ i@~

&

serName:  Change e & Enterprise Production Data Cente, |
[FANSSTS—

Disconnect
Preferences

Announcements:
Users who do not see any announcements below, click here to see announcements.
CLICK HERE FOR ACTIVE OUTAGES

é o \WARNING *** WARNING ***% WA
Main > National Applications > ROSS @ Unauthorized aceess to this United States Government Computer

System

¢ ¢ and software is prohibited by Tille 18, United States Code 1030. This

<& <& stalute stales that: Whoever knowingly, of intentionally accesses a
Ro‘ss-z‘,ls ROSS Prociice. 215 computer without authorization of exceeds authorized access, and by

means of such canduct, obtains, alters, damages, destrays, or discloses

infarmation or prevents authorized use of data or a camputer owned by
or operated for the Government of the United States shall be punished
by a fine under this fitle or imprissnment for not more than 10 years,
or both. All activilies on this system and network may he monitored,
intercepted, recarded, read, copied, or capiured in any manner and
diselnsed in any manner, by autharized personnel. THERE IS NO RIGHT
OF PRIVACY IN THIS SYSTEM. System personnel may give to law
enforcement officialss any potential evidence of crimes found on this
USDA computer system. USE OF THIS SYSTEM BY ANY USER,
AUTHORIZED OR UNAUTHORIZED, CONSTITUTES CONSENT TO THIS
MONITORING, INTERCEPTION, RECORDING, READING, COPYING OR
CAPTURING AND DISCLOSURE. REPORT UNAUTHORIZED USE TO'

AN
@ INFORMATION SYSTEMS SECURITY OFFIGER.

Press Yes to continue, or No to exit

Hint: Click Disconnect to pause any running resources started from this computer. (X

Enterprise Production Data Center Kansas City

https://apps.fs.fed.us/Citrix/site/preferences.aspx @ Local intranet | Protected username |

Password




VERsION: 2.15

To export a report in Cognos to Excel

This task outlines how to generate a sample report for
Overhead Availability.

1 Run the User Community report of your choice.

2 On the Cognos toolbar, click -and then navigate to View
in Excel Options >> View in CSV Format.

On the File download dialog box, click

On the Save As dialog box, navigate to EFS(\\ds.fs.fed.
us)) (T:)\DataCenter\Citrix\<your Home folder>\<your
DS username folder>\ Downloads and then navigate to the
Folder of your choice.

In the File name text box, type the Name of the report.

Exporting Excel ROSS Reporits'=for [5S Citrix; Users,

6 In the Save as type text box, verify that the report will be
saved as a Microsoft Excel 97-2003 Worksheet, and then

click
7 On the Download complete dialog box, click

You may now manipulate the column widths and other
Jormatting in MS Excel as appropriate for your needs.

Remember; you cannot save directly to your Desktop!
You must first navigate to EFS(\ds.fs.fed.us)) (T:)!

| < Favorites | 5
& Available Resources by GACC, Disp (Ov.. | |

Cognos Viewer - Available Resources by GACC, Disp (!

- by picking ic Code)

) Resource Ordering and Status System Reports

Sorted by GACC, Catalog ftem

Resource GACC: Northern California Coordination Center

Catalog Item: ENGINE BOSS  >> ENGB

Qual Status | ResDispa | ResName | Prov Unita | Employment Class
QUALIFIED CA-BTCC CA-BTU

Current Loc Name | Res Area ‘ Last Status Change
3/2/13 1:48 PM
5/22/13 9:14 PM
7/10/12 9:15 PM

CA-BTU | Regular Agency  Butte Unit - CDF (CA-BTU) GACC  5/22/133:18 AM

Regular Agency  Oroville ECC (CA-BTCC) GACC
CA-BTU | Regular Agency  Oroville ECC (CA-BTCC) GACC
CA-BTU | Regular Agency  Oroville ECC (CA-BTCC) GACC

CA-BTU | Regular Agency  Oroville ECC (CA-BTCC) GACC  6/16/13 11:54 AM
CA-BTU | Regular Agency  Oroville ECC (CA-BTCC) GACC  5/30/13 8:22 PM
CA-BTU | Regular Agency  Paradise Fire Department (CA-PRA)  GACC  12/13/12 5:42 PM
CA-BTU | Regular Agency  Oroville ECC (CA-BTCC) GACC  6/16/13 11:17 AM
CA-BTU | Regular Agency  Oroville ECC (CA-BTCC) GACC  5/12/139:24 AM
CA-BTU | Regular Agency  Oroville ECC ) GACC  6/16/13 11:54 AM
CA-BTU | Regular Agency  Oroville ECC (CA-BTCC) GACC  5/23/134:12PM
CA-BTU | Regular Agency  Oroville ECC (CA-BTCC) GACC  9/17/12 10:40 AM
)

GACC  5/11/13 11:27 AM

(
(
(
(
(
(

CA-BTU | Regular Agency  Oroville ECC (CA-BTCC)

File Download _. X

Do you want to open or save this file?

@j Name: ...MCMBWCI2582CvyhnjdIw2inGWhyd9IvsgsG.xls
ESS Type: Microsoft Excel 97-2003 Work 22KE

= Top & Pageup ¥ From: rossreports-pr.nwcg.gov

WM Logon v fi 1 About [

View in HTML Format
@ View in PDF Format
OVERHEAD AVAILABILITY for SELECTED POSITION(s ] view in xpaL Format

W catalog tem Code: ENGB, ENGI, ENGP, ENGS AND Res Status: Available AND Qual Visible: Yes AND Preposition Flag: No AND Res Area: GACG, Local, National AND Res GACC Org Name \ Res Dis 81 wviews in Excet 2002 Format

el x|

45d%2ffolder%5b%40name%3d%27Userd%20Com 7] 8][4+l x

J{hvv @ v Page™ Safety> Toolsv @~ >

(Z} keep this version ¥ { P

[8] + [ add this report v | ¥, *

[ view in Excel 2007 Format Bl view in Excel options b
] view in Excel 2000 Single Sheet Format

] View in Excel 2000 Format

View in CSV Format

LIT

Done
S —

[ [ [ [ || | mustedsites | Protected Mode: Off [ - [m1z2s% ';

[V Aways ask before opening this type of file

I ~ While files from the Intemet can be useful, some files can potentialy €N
0 am your computer. ff you da met trust the source, do ot open or
' savethisfile. What's the risk?

'\)\ J | ¥ emccormick02 v Downloads - i3

File name: [ My UC Report

REVGEEERW oLl Microsoft Excel 97-200:

~ Browse Folders|

3 Worksheet

ROSS Helpdesk: 866-224-7677
email: helpdesk@dms.nwcg.gov

Download complete

;
T~  Download Complete

=N

_liC d2.xls from nweg.gov

Downloaded 207KBin 1sec
Download to \\ds fs fed.us\EFS\D...\My UG Report ds
Transfer rate. 207KB/Sec

T~ Eiase this dislog box when downioad completes: 7

Open Open Folder | Cose |

41| SmartScreen Fiter checked this download and did not report any
1 threats, ort an unsafe download.




P ‘roubleshooting hints'= for non=ES Citrix Users

To disable protected mode in Internet Explorer To turn off the Internet Explorer pop-up blocker

If Citrix does not appear to run and you completed the A Start Internet Explorer.
installation instructions and added ross.fs.fed.us to your trusted
sites as outlined on Page 1 of this Quick Reference Card, try
disabling protected mode in Internet Explorer.

B Click the Tools drop-down arrow, click Pop-up Blocker, and
then click Turn Off Pop-up Blocker.

. C Close Internet Explorer.
1 Start Internet Explorer, click the Tools drop-down arrow, 0s¢ P

and then click Internet Options.

2 On the Internet Options dialog box, click the Security tab,
and then click to clear the Enable Protected Mode check

box.
and then click

B v B ~ 5 ® v page~ Satety~ T00|5v\’:.\
Ei’{ ose Connection Problems

@ Reopen Last Browsing Session @ Welcome to Rocky Mountain Region, stmdows Internet Explorer

[7] Pop-up Blocker QO @] hetpy/rrsweni2sted us/u [ 4 [ % |[= 8ng

Manage Add-ons
@ 9 ¢ Favorites T @ Web Slice Gallery =
@ Work Offline & Welcome to Rocky Mountain Region, ... o~ ~ (=) @ v Page~ Safety v | Tools v

1 Compatibility View a e

E Reopen Last Browsing Session

Compatibility View Settings.
Full Screen

Turn Off Pop-up Blocker D Pop-up Blocker
Toolbars

Pop-up Blocker Settings @ Manage Add-ons

USS. Forest Service + Rocky Mountain R

Explorer Bars

Work Offline
Developer Tools spotlight programs:  Accessibility Program | ASC: B&F, CI0, HRM | Cultural Transformation | Economic Recovery | Enterprise Program | gEMS | Compatibilit
Management | Telework Toolbox | WO Space Odyssey | FSWeb Portal

Compatibility View Settings
Rocky Mountain Region Full Screen
OneNote Linked Notes Search FSweb Toolbars

Lync add-on Notes and Domino Pathways Program Explorer Bars
y! * The Pathwzays Program is designed to R
Phone/Email Directory *

Send to OneNote T m— Retain well qualified candidates. Pathwi () Developer Tools
@ Employee Center —

student Hiring Authorities.
Internet Options N

ConnectHR {Dashboard) AT H WAYS Pathways is composed of: Suggested Sites

FOR STUDENTS & RECENT GRADUATES
ecors 70 FEDERAL CAREERS

Suggested Sites

» An Internship program, which target: OneNote Linked Notes
enrolled in a variety of educational insti Lync add-on

- Information Collections .
= A Recent Graduates program, which Send to OneNote
Internet Optior TS graduates of trade and vocational sch
— colleges, universities, and other qualifying institutions within two years of degre :
General| Security | Privacy | Content | | Brograms [ Advanced] || SenvicelRast e ORto
FS Web Sites

Forms

« The Presidential Management Fellows (PMF) program, which targets excepti
from graduate school.

: . Headquarters Staffs i
Select a zone to view or change security settings. d All Pathways hiring will take place on a twice per year recruitment cydle. UpcominglEvents

3 ® Organizational Directory Flu Shot Clinic
0 G—\ J Customer Help Desk A walk-in Clinic (Fed Center ~
Internet Local intranet ~ Trusted sites Restricted sites Agleamn doooooom 9 Building 40, Entrance W3,

Denver Federal Center, from 1
cIo pm-=3 pm, Monday-Friday) will

Internet - be available. Point of Contact is
. Begson/2 Luiks) Rita Green RN, 303-236-3333
This zone is for Internet websites,

R2 Directives Ext. 521

except those listed in trusted and
restricted zones. R2 Forests

Reminder - The status of the Rocky Mountain Regional Office building, delayed opening and / or

i (RETIE closure due to weather, can be checked by calling 303-275-5500

Security level for this zone R2 Library

Allowed levels for this zone: All
Medium-low
- Appropriate for websites on your local network
(intranet)
I - Most content will be run without prompting you
- Unsigned ActiveX controls will not be downloaded
A - Same as Medium level without prompts

R2 Org Directory

<

. Local intranet | Protected Mode: Off

.
1 [ ]Enable Protected Mode (requires restarting Internet Explorer)
~_-

- [ customlevel... | [ Defauitlevel |

Reset all zones to default level

ok | [ cancel || ooy |

Helpdesk: 866-224-7677
email: helpdesk@dms.nwcg.gov
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