Getting/ Started Checklist for NAP

Dare: 03/05/12 VERSION 2.1

This Quick Reference Card outlines the process for verifying and updating your contact information in the NAP environment when
ROSS version 2.14.1 is deployed into Production. Complete all three steps listed on this checklist!

1. To log on to the NAP environment 4 On the NAP Home screen, perform the following

- in the Enter Username text box, type your NAP User
Account Name

2 In the Address bar, type https:/nap.nwcg.gov/NAP/ and - in the Enter Password text box, type your NAP
then press [Enter]. Password.

3 On the Government Warning dialog box, click gzl 5 Click

1 Start your Internet browser.

/= NAP - NESS Application Portal - Windenlernel Explorer provided by USDA Forest Service.

File Edit View Favorites Tools Help

¢ Favorites | @ NP - NESS Appication Portal

NAP Message Board Enter Username: i

Government YWarning

Unauthorized access to this United States Government Computer Svstern and software is
prohibited by Title 18, United States Code 1030.

This statute states that: Whoewer knowingly, or intentionally accesses a computer without
authorization or exceeds authorized access, and by means of such conduct, obtains, alters,
damages, destrays, or discloses information or prevents authorized use of (data or a computer
awned by ar operated for) the Government of the United States shall be punished by a fine

. under thiz title or imprisonment for not mare than 10 years, ar both
The Rules of Behavior

All activities on this systern and network may be monitored, intercepted, recorded, read, copied,

7 7 ar captured inany manner and disclosed in any manner by authorized personnel. THERE |8
dialog box displays Rules ofBenavior MO RIGHT OF PRIVACY ON THIS SYSTEM, Systern persannel may give 1o law enforcerent
Wotice to User Account ...

R officials any potential evidence of crimes found on this USDA computer system.
whenever one of the You mustaceptine ol e oEShor i e e e 0 e EGS ortat andaplcatons
o

Picase read ahd conlim yout acceplance beore proceedin

. r USE OF THIS SYSTEM BY ANY USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES

followmg occurs. Statement of Information Secuity Responsibilties for CONEENT TO THIS MONITORING, INTERGEPTION, RECORDING, READING, COPYING OR
Usesof US Foret Senice Managed Systems CAPTURING AND DISCLOSURE. REPORT UNAUTHORIZED USE TO AN INFORMATION

. lackr ledge that | unde d ply with US Forest (! d
@® Youlogin to the usD olesanprocecures 5 well s withFeceral, tte and SYSTEMS SECURITY OFFICER

local laws. |am responsible to:

* Take appropriate measres to protect information from US Forest Service Applications
d This includ i

NAP environment for | i et oy sty ] D

to protect sensitive information stored on my computer, on other electronic devices, or

o on other media such as CDs, DVDs, and paper.
the first time  Sigmoffor lectroicalylock he computerbeforeleavin it unattendec.

* Comply with physical security standardls and procedures, including taking appropriate

measures to protect computer equipment and other electronic devices from theft,
Your acceptance domgero hashosed o

* Comply with established password standard: peci t

Federal Government.
of the Rules of Vot s rotcion s nobiedon thecompter e 5.

Symantec).

Behavior has expired | “Ezzzizm s, Ifthe Cerificate Error: Navigation Blocked
Your acceptance sy i o e ppen ek window displays when you try to access

of the Rules of Ef NAP, click Continue to this website (not
Behavior is set to recommended), and then continue to log on to

expire in 10 days or the NAP environment.
less.

5 - 0055 kot | 8ot v X

@ There is a problem with this w

Py
S0, | ROSS Helpdesk: 866-224-7677 Proceed to the next page
7 “\ | email: helpdesk@dms.nwcg.gov

2ol
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2. To complete your contact information 3. To set up your Challenge Questions

1 On the NAP Home screen. click A On the Edit MY Standard User Account dialog box, click

2 St?nd?rd User. CELG dlalgg 15975 Gt B On the Security Questions dialog box, click the 1. Select
eonp 555 e ol ey Ao o8 Eppropn i your first Challenge Question drop-down arrow, and then
- Job Title - Mobile click to select the Challenge Question of your choice.
- Employee Type - Fax

- Office Number - E-Mail. C In the first Answe.r text box, type the Answer to Your
Challenge Question.

You cannot change your First Name, Middle, and Last Name.

D Complete the remaining Challenge Questions and
Challenge Question Answers, and then click [“Save |

Do 'm')t chang'e your Agency and Organization E To log off the NAP environment, click on the NAP
Unit information!

Navigation Panel, click juizii§ on the Government
Warning dialog box, and then click [

(2 NAP - NESS Application Portal - Windows Internet Explorer provided by USDA Forest Service

@f—]v @) htipsi/inap.nwog.govINAP/

Mle Cdt View Tavorites Tools |l

(& NAP - NESS Application Portal

WV Message Board

10

8

At this time, do not change your Agency and
oo Organization Unit information!

¥ User Information

First Name: Office Number:
Edit MY Standard User Account - shear
Middle: Mobile:

- << Back Challenge Questions
Last Name: : -
) e By satling up a security profila, you will ke able (o refrievs your USBMamME oF passwId ifyou ever formet hem. When
Job Title: ko | m— Ll la | recovering your usemarme, you will have ta provide your email address and answer one of the following questions
' and your Usermarme will be Sentto your email address. IFyou have fargotien your password, you will need to enter
Employee Type: = | PermanentFull-Time

yaur username and answer ane of the challenge questions, and a temporary passward will be sentto your emaj
e P d address
Enter all ar part ofyaur Organizational Unit name. For examme, s

Pacific Ranger District o Pacific of Ranger District
N i i i el National Foy 1. Select your first Challenge Question:
- T I 4

- ~
ization Unit: * | Rocky Mauntain Regional Office - USFS (CO-R0Z) x |

Answer:

S Jjgency: U8 Forest Service -
O am m am wm o= =
¥ Password Management

2. Select your second Challenge Question:

Answer:

Current Password: | MAP requires a strong password that contains at 3. Select your third Challenge Question:
] least 12 characlers and mustinclude at least he
New I Tollowing: 1 upner case letter(s), 1 lower case I+ Answer:

@ [ Sove |

[ Sove |

The text boxes that display on the Edit MY Standard _ _ _
User Account dialog box are based on Employee Type. Once you designate a valid E —qul address
Some text boxes may not display on the dialog box that and set up y our Challenge Questions,
appears for the Employee Type you select. you can retrieve your forgotten NAP User
Account Name or NAP Password without
Helpdesk support!




