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Getting Started with NAP

1. To log on to the NAP environment

1 Start your Internet browser, type https://nap.nwcg.
goVv/NAP/ in the Address bar, and then press [Enter].

2 On the Government Warning dialog box, click the
Accept button.

3 On the NAP Home screen, perform the following

- in the Enter Username text box, type your NAP User
Account Name

- in the Enter Password text box, type your NAP
Password.

4 Click the Login button.
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Unauthorized access to this United States Government Computer System and software is
prohibited by Title 18, United States Code 1030.

This statute states that: Whoever knowingly, or intentionally accesses a computer without
authorization or exceeds authorized access, and by means of such conduct, obtains, alters,
damages, destroys, or discloses information or prevents authorized use of (data ora computer
owned by or operated for) the Government of the United States shall be punished bya fine under
this fitle or imprisonment for not more than 10 years, or both

Al activities on this system and network may be monitored, intercepted, recorded, read, copied,
orcaptured in any manner and disclosed in any manner by authorized personnel. THERE IS NO
RIGHT OF PRIVACY ON THIS SYSTEM. System personnel may give to law enforcement officials
any potential evidence of crimes found on this USDA computer system

USE OF THIS SYSTEM BY ANY USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES
CONSENT TO THIS MONITORING, INTERCEPTION, RECORDING, READING, COPYING OR
CAPTURING AND DISCLOSURE. REPORT UNAUTHORIZED USE TO AN INFORMATION
SYSTEMS SECURITY OFFICER

Privacy Policy Information related to this application and applications accessed through this web
portal can be found at
hitp J/wwwfs fed us/privacyshtm
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HAP-PROD LOGON ASSISTANCE
For log-on assistance, please contact
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the llA Help Desk at 1-866-224-7677.

At

Rules of Behavior

The Rules of Behavior dialog box
displays whenever one of the
following occurs:

ing granted aceess to the NESS Portal and applications.

- You log in to the NAP
environment for the first time

If the Certificate Error: Navigation
Blocked window displays when you

- Your acceptance of the Rules

try to access NAP, click Continue to

of Behavior has expired

this website (not recommended),
and then continue to log on to the NAP

- Your acceptance of the Rules

of Behavior is set to expire in

environment.

10 days or less.
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.. | Helpdesk: 866-224-7677

email: IIA-Helpdesk@fs.fed.us
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Getting Started with NAP

2. To complete your contact information 3. To set up your Challenge Questions

1 On the NAP Home screen, click the Profile icon.

2 On the Edit MY Standard User Account dialog box,
edit/complete the following information as appropriate

- Job Title - Mobile
- Employee Type - Fax
- Office Number - E-Mail.

You cannot change your First Name, Middle, and Last
Name.

A On the Edit MY Standard User Account dialog box,
click the Security Profile button.

B On the Challenge Questions dialog box, click the
1. Select your first Challenge Question
drop-down arrow, and then click to select the
Challenge Question of your choice.

C In the first Answer text box, type the Answer to Your
Challenge Question.

D Complete the remaining Challenge Questions and
Challenge Question Answers, and then click the
Save button.

E To log off the NAP environment, click the Logout icon
on the NAP Navigation Panel, and then close your
Internet browser.
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¥ User Information

First Name: = B

Middie: Mobile: ¢ ) - |
Last Name: = | Fax [( ) -]
Job Title: | E-Mail: | = LT e o

Employee Type: | Permanent/Full-Time -

Office Number: [303) 5 7 | Ext: \:|

Enter all or part ofyour Organizational Unit name. For example:
Pacific Ranger District or Pacific or Ranger District
willamete National Forest o Willamette o National Forest

Organization Unit: *|Rocky Mountain Regional Office - USFS (C0-R03Z) x |

Agency: | U.S. Forest Semice x|

¥ Password Management

Current Password: | | NAP requires a strong passwaord that contains at

least 12 characters and must include at leastthe

New [ ] following: 1 upper case letter(s), 1 lower case v

@ [ Sove |

The text boxes that display on the Edit MY
Standard User Account dialog box are based
on Employee Type. Some text boxes may not
display on the dialog box that appears for the
Employee Type you select.

Edit MY Standard User Account - sbear

<< Back Challenge Questions

By setting up 3 security profile, you will be able to refrieve your usemname or password ifyou ever forgetthem. When
recavering your usemame, yoU will have 1o provide your email address and answer one ofthe following questions
and your usemame will be sent to your email address. Ifyou have forgotten your password, you will need to enter
yaur usemame and ansiver ane ofthe challenge questions, and a temporary passward will be Sentta your erall
address.

1. Select your first Challenge Question: |

Answer:

2. Select your second Challenge Question:

[

[

answer: |

3. Select your third Challenge Question: |

10)

Once you designate a valid E-Mail address
and set up your Challenge Questions, you
can retrieve your forgotten NAP User Account
Name or NAP Password without Helpdesk
support!






